Heab3s
1.

[amsaTka 17151 00y4aK0IIMXCA
00 uH(pOPMAIIMOHHOM 0€30IACHOCTH JAeTel

Bcewm noapsin cooOmiate cBOO 4acTHYIO HHGOPMAITUIO (HACTOSIINE UM,
dbamunmto, TenedoH, aapec, HOMep MIKOJIbL, a TaKke Gororpaduu cBoH,
CBOEH ceMbH U Ipy3ei);

2. OTKpBIBaTh BIOKEHHBIE (DaliiIbl 2IEKTPOHHON MOYTHI, KOTa HE 3HACIIIb
OTIPABUTETIS;

3. I'pyOuts, mpuaupaThcs, OKa3bIBaTh JaBJICHUE - BECTH Ce0s HEBEKIIUBO U
arpecCUBHO;

4. He pacnopsikaiicsi JeHbIaMU TBOEH CeMbU 0€3 pa3pelieHusl CTapIInX -
BCEr/Ia CIpaliuBail poIUTENeH;

5. He Bctpeuaiics ¢ IHTepHET-3HAKOMBIMH B peajbHOM JKU3HU - TOCOBETYMHCS
CO B3pOCJIBIM, KOTOPOMY JTOBEPSICLIb.

OcTopoxHO

1. He Bce numyt npasay. Yutaems o cebe Henpasay B HTepHeTe - cooOmu
00 ATOM CBOMM POJUTEIISIM UM ONEKYHaM;

2. llpurnamaroT nepenuchiBaThCs, UTPaTh, OOMEHUBATHCS - TPOBEPH, HET JIU
N0/IBOXA;

3. Hesakonnoe konupoBanue QaitioB B UHTepHETE - BOPOBCTBO;

4. Bceraa paccka3blBail B3pOCibIM O Ipo0sieMax B CETH - OHU BCEra
IIOMOT'YT;

5. Hcnonw3yit HacTpoiiku 6€30aCHOCTH U ITPUBATHOCTH, YTOOBI HE OTEPSThH
CBOM aKKayHTBI B COLICETAX U APYTHX NOpTaiax.

Mo:xno

1. VBaxail 1pyrux moyb30BaTeiei;

2. Ilonw3yemibess MTHTEpHET-UCTOUHUKOM - JiefIail CChUIKY Ha HEro;

3. OTkpbIBail TOJBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOpamarbes 3a MOMOIIbIO B3POCIBIM - POJUTENH, ONEKYHbI U

AJIMHUHHUCTpalUA CalTOB Bcerga IIOMOI'yT

NudopmanuonHas naMaTKa 15 00y4AKOINXCH
JJIS pa3MelleHUsl HAa 0(pUUMAIbHBIX MHTEPHET-pecypcax

C KaXXIbIM I'OJIOM MOJIOJEKH B HHTEPHETE CTAHOBUTHCS OOJIBIIIE, a INKOJIBHUKH O THH
U3 CaMbIX aKTUBHBIX I0JIb30BaTelei PyHera. Mex 1y TeM, TOMUMO OTPOMHOTO
KOJIMYECTBA BO3MOXHOCTEH, MHTEPHET HECET U POOJIeMbl. JTa MaMsATKa J0JDKHA
IOMOYEL TeOe 0€30MmMacHO HAXOAUTHLCS B CETH.

Komnsromepuoie eupycol

KOMHLIOTCpHLIfI BHUPYC - 3TO pa3HOBHUIHOCTH KOMIIBIOTCPHBIX IIPOrpaMMm,
OTJINYUTEIILHOM 0COOCHHOCTBIO KOTOpOﬁ SIBJISICTCS CLIOCOOHOCTH K Pa3MHOKCHHUIO. B
JAOIIOJIHCHUEC K 9TOMY, BUPYCBI MOTYT IMOBPCAUTDH WJIN ITOJIHOCTHHO YHUYTOXKUTL BCC
(baﬁHLI " JaHHBIC, TOAKOHTPOJIBHLIC TTOJIb30BATCII0, OT UMCHU KOTOPOTO ObLIa
3aIllylICHa 3apaKCHHasA NporpaMma, a TakKC MOBPCAUTh WA AK€ YHUYTOXKUTH



OTIEPALIMOHHYIO CUCTEMY CO BceMH (hailiamu B 11e10M. B GonbIIMHCTBE CiryyaeB
PacipoCTPaHAIOTCs BUPYChI UYEPE3 UHTEPHET.

Memooul 3auqumul om 6pe0OHOCHBIX NPOPAMM:

1. Hcnonb3yii cOBpeMEHHBIE OTIEPALIMOHHBIE CUCTEMBI, UMEIOILINE CEPhE3HbIN
YPOBEHB 3aIIUTHI OT BPELOHOCHBIX IPOIpaMM;

2. TlocrosHHO ycTaHaBiIMBaii MadTH (IU(POBBIE 3aIIaATKH, KOTOPhIE aBTOMAaTHUECKU
YCTaHABIIMBAIOTCS C LENbIO0 JOPaOOTKH MPOTPaMMBbI) U IpYTrue OOHOBIICHHSI CBOCH
OTIepanvoHHOM cucTeMbl. CKauMBail X TOJBKO ¢ O(UIIMAIILHOTO caifTa
paspabdotunka OC. Eciu cyiecTByeT pekuM aBTOMaTHIECKOTO OOHOBIICHHUS,
BKJIIOUU €r0;

3. Paloraii Ha cBOEM KOMITBIOTEpPE TO/]T IPaBaMH MOJIb30BATEIS, a HE
aJIMMHHCTpaTOpa. DTO HE MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX IIPOTPaMM
MHCTAJJIUPOBATHCS HA TBOEM NEPCOHAIBHOM KOMITBIOTEPE;

4. Vcnonp3yil aHTUBHPYCHBIE IPOTPaAMMHbIE MPOTYKThI U3BECTHBIX

MIPOU3BOIUTENEH, C aBTOMAaTUYECKUM OOHOBIIEHHEM 0a3;

Orpanndb QU3NYECKUI TOCTYN K KOMIBIOTEPY JUIsl TOCTOPOHHUX JIUIL;

6. Hcnonp3yii BHEIIHNE HOCUTEIH WHPOPMAIINH, TaKUe KaK (IICIIKa, TUCK UITH
(haiin U3 UHTEpPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpsIBaii KOMIIBIOTEPHBIE (ailiIbl, TOTyYEHHBIE U3 HEHAJIKHBIX HCTOUHUKOB.
Jaxe Te ¢ailnbl, KOTOpbIE MPUCHIA TBOW 3HAKOMBIN. Jlydiie yrouHu y Hero,
OTIPABJISUI JIU OH TeOe uX.

o

Cemu WI-FI

Wi-Fi - 5T0 He BuJI mepeiaun JaHHBIX, HE TEXHOJIOTHS, @ BCEro JIMIIL OpeH I, MapKa.
Eme B 1991 roay Huaepianackas kommnanus 3apeructpuposaina opera "WECA", uto
o6o3Hauvasno ciroBocoueranue "Wireless Fidelity", KoTopsiii mepeBoIuTCst Kak
"GecipoBOTHASI TOYHOCTH .

Jlo Hamiero BpeMeHHu JoluIa apyras ab0peBuarypa, KoTopas sSBJIseTCs TaKOH ke
TexHoJioruei. Ito abopeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO 1aHO C HAMEKOM Ha
CTaHJapT BhIcIIEH 3ByKOBOM TexHuku Hi-Fi, 4To B mepeBoe o3HadaeT "BhICOKas
TOYHOCTB".

Jla, OecruiaTHBIM HHTEPHET-A0CTYI B Kade, OTEIAX U adpoIopTax ABJIACTCS OTIMYHOM
BO3MOYKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE KCIIEPThI CYUTAIOT, YTO
obmenoctynueie Wi-Fi cetu He sSBASIOTCS 6€30MaCHBIMU.

Cosemut no 6e3onacnocmu pavomol 8 oougedocmynnolx cemsax Wi-fi

1. He nepenasaii cBoro 1nyHyto nHpopmManuio yepes odmenocrynusie Wi-Fi cetn.
PaGoras B HUX, *KenaTeabHO HE BBOJAUTH MApOJIU JOCTYIIA, JIOTHHBI U KAaKUE-TO
HOMeEpa;

2. Vcmionw3yii 1 0OHOBJISI aHTUBUPYCHBIE MTPOTPaMMEBI U OpaHamMayep. TeM caMbiM
Thl 00e30macuIlb ceds OT 3aKaYKH BHUpYyca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnons3oanun Wi-Fi otkimoun Gynkiuro "O06mmii foctyn k ¢aitnam u
npuHTepam". JlanHas QyHKIUS 3aKphITa MO YMOJTYaHHIO, OJHAKO HEKOTOPHIE
MOJIb30BATENU AKTUBUPYIOT €€ Il YA0OCTBa MCIOIb30BaHUS B paboTe WIN
yueobe;

4. He ucnons3yit myoanunsiii WI-FI ans nepenaun TMUHBIX JaHHBIX, HAIPUMEp VIS
BBIXOJIa B COITMANIbHBIE CETH WM B JIEKTPOHHYIO TIOUTY;

5. Hcnons3yii Tonbko 3amuiienHoe coeaunenue dyepe3 HTTPS, a ue HTTP, 1.e. ipu
Habope BeO-aapeca BBoAM uMeHHO "https://";

6. B moOunbpHOM Tenedone otkimroun pynkiuro "Toakmrouenne k Wi-Fi
aBTomaruuecku'". He gomyckaif aBTOMaTH4E€CKOTO MOAKIIIOUEHUS YCTPONCTBA K
cetsim Wi-Fi 6e3 TBoero coriacus.



COl(uaJleble cemu
COI.[I/IEUIBHBIC CCTHU AKTUBHO BXOJAT B HAIlly )KU3Hb, MHOT'MC JIFOAU pa60Ta10T " )KUBYT
TaM IOCTOSIHHO. MHOT'H€ N0JIb30BaTEIIN HE IIOHUMAIOT, YTO I/IH(bOpMaI_[I/IH,
pasMCIICHHAA UMW B COLUAJIBHBIX CCTAX, MOXKCT OBITH Haﬁ):[eHa 1 HUCII0JIb30BaHa KEM
YroaHo, B TOM 4YHCJIC HE 00s13aTeNnbHO ¢ OJaruMu HaMCPCHUSAMU.

OcHnoeHbie cogembl no 6€30NACHOCINU 6 COYUATLHBIX CEMAX:

1. Orpannub cnucok apyseil. Y 1e0st B Ipy3bsiX HE IOJDKHO OBbITh CIy4aiHbIX U
HE3HAKOMBIX JIIOICH;

2. 3ammmai CBOIO YacTHYIO )ku3Hb. He yka3wiBaii mapoiu, TenedoHsl, agpeca, naty
TBOETO POXKJICHHS U APYTYIO JINYHYIO HHPOPMALUIO. 370 yMBIIIICHHUKA MOTYT
HCII0JIb30BATh Ja’ke HH(POPMAIUIO O TOM, KaK Thl M TBOU POJAUTENH IJIAHUPYETE
MIPOBECTU KAHUKYIIbI;

3. 3ammumiaii CBOIO PEIyTaIHIo - JEPKH €€ B UUCTOTE U 3a/1aBaii cede BOMPOC: XOTeN
OBl ThI, 4YTOOBI IpYyrUe MOJIb30BATENN BUAEIH, UTO ThI 3arpyxaeiib? [Toxymait,
MIPEKJIE YEM YTO-TO OMYOJIMKOBATh, HAMMMCATh U 3arPy3UTh;

4. Ecnu Tl TOBOPHIIB C JIFOJbMH, KOTOPHIX HE 3HAEIIb, HE UCIOJIb3Yl CBOE
peasibHOE UM U IPYTYIO JIMYHYIO UHPOPMAIUU: UMSI, MECTO KUTEJIbCTBA, MECTO
y4eObl U Mpoyee;

5. U3beraii pasmemienus ¢otorpaduii B UuTepHeTe, rae Thl H300pakeH Ha
MECTHOCTH, TI0 KOTOPOI MOKHO OIPENEIUTh TBOE MECTOIIOJIOKEHNUE;

6. Ilpu peructparyv B COMAIBLHON CETH HEOOXOIMMO HCIIOJIb30BaTh CJIOKHBIE
MapoJIu, COCTOAIINE U3 OYKB M LIU(P U C KOJUIECTBOM 3HAKOB HE MEeHee §;

7. Jlyis conuanbHOM CETH, MOYTHI U APYTHX CAWTOB HEOOXOAMMO HUCTIOJIb30BaTh
pasHble napoau. Toraa eciu Te0st B3I0OMAOT, TO 3J10yMBIIUIEHHUKH MOJTy4aT
JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

dnekmponnsvle OeHbveU
DNIEeKTPOHHBIE ICHBIH - 3TO OYE€Hb YAOOHBIN CIIOCO0 TIIATEKEH, OJJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh ITH JICHBTH.

BJ'IGKTpOHHBIe JCHbI'Y IIOSABUIINCH COBCEM HEAAaBHO U KMEHHO HM3-3a OTOI'O BO MHOT'HUX
rocyaapcCrBax 10 CHUX IIOP HE INPOIKMCAaHO IIPO HUX B 3aKOHaX.

B Poccuu sxe on pyHKIIMOHUPYIOT U O HUX YK€ MPOTIKUCAHO B 3aKOHE, TIE UX
pa3nengoT Ha HECKOJIBKO BUJIOB - aHOHUMHBIE 1 HE aHOHUMHBIE. Pa3HuIia B ToM, 4TO
AHOHHUMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcsi MpOBOIUTH Oniepanuu 6e3
UICHTU(DUKAIIMY TTOJIH30BATENs, 8 B HEAHOHUMHBIX UJSHTU(UKALIMS [T0JIb30BATENS
SIBJISIETCS 00S3aTENBbHOIA.

Taroke ciieyer pa3indarh dJIEKTPOHHbBIC (UATHBIC ICHBTU (PaBHBI TOCYIaPCTBEHHBIM
BaJIFOTaM) | 2JIEKTPOHHBIC HeUATHBIE JCHBIU (HE PaBHBI TOCYIaPCTBEHHBIM
BAJIIIOTaM).

OcHognvle cogempl no 6e30nacHoll padome ¢ 31EKMPOHHLIMU OCHbAMU:

1. TlpuBsxku k cueTy MOOWIBbHBIHN TenedoH. To camblil yIOOHBIH U OBICTPBII
croco0 BOCCTAaHOBUTH JOCTYIH K cueTy. [IpuBsizaHHbIN TenepoH MOMOXKET, €CIIU
3a0yJelb CBOM IUIaTEKHBINA apoJib MITU 3aiiIellb Ha CalT ¢ HE3HAKOMOTO
YCTPOMCTBA,

2. Hcnonw3yii onHopa3oBblie nmapoiu. [locie nepexoaa Ha YCUIICHHYIO aBTOPH3ALUIO
Tebe yxe He Oy/eT YrpokKaTh OMACHOCTh KPayku MJIH IepexBaTa IIaTeKHOTo
napoJis;

3. Bribepu cnoxHbIi mapons. [IpecTtynmHukam OyaeT He MPOCTO yraJlaTh CIOKHBIN
naposib. HasiesxHele maposiu - 3To mapoji, KOTOPbIe COIepKaT He MeHee 8 3HaKOB



4.

Y BKJIIOYAIOT B ce0s1 CTPOYHBIE U IPOTIMCHBIE OYKBBI, IU(PPHI U HECKOIBKO
CHMBOJIOB, TaKHE KaK 3HAK J0JuIapa, GyHTa, BOCKIUIATSIbHBINA 3HAK H T.I1.
Hamnpumep, $tROng!;;

He BBOJAU CBOU JIMYHBIC JAHHBIC HA CaﬁTaX, KOTOPBIM HE JOBCPACILIDb.

Bﬂekmponmm nouma

DeKTpOHHAas M0YTa - 3TO TEXHOJIOIHS U MPEAOCTABISAEMBIE €10 YCIYTH MO MEPECHLIKE
U NOJIyYEHUIO 3JIEKTPOHHBIX COOOIIECHUH, KOTOPbIE paCIpEENSIFOTCS B KOMIIBIOTEPHOI
cetr. OOBIYHO AIIEKTPOHHBIHN MOYTOBBIH SIIUK BHITIISAUT CIEAYIOMIUM 00pa3oM:
UMS_TIOJIb30BATENsA(@UMsL_1oMeHa. Tarxke KpoMe rmepeiadud IpoCTOro TeKCTa, MMEETCs
BO3MOXHOCTb iepeiaBaTh (ailsibl.

OcHognvle cogemul no 6e30nacnoil padome ¢ 371eKMPOHHOU NOUMOIL:

1.

Hano Bb1OpaTh npaBUiIbHBINA OUTOBBIN CcepBHC. B mHTEpHETE €CTh OrpOMHBIN
BbIOOpP OECIUIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIYYIE JOBEPSATH TEM, KOTO
3HAeIIb U KTO IEPBBIN B PEUTUHTE;

He yxaspiBail B 1uHO#M noute Ju4Hyto nHpopManuoo. Hanpumep, mtydiie
BbIOpaTh "My3bIKaJIbHBIN (paHat@" unu "pok2013" Bmecto "temal3";
Hcnonp3yit AByXATaHYK aBTOPU3ALMIO. JTO KOTJa IOMUMO I1apOJIsl HYXKHO
BBOJUTH KOJI, MPUCHLIAEMbIN 110 SMS;

BriGepu ciioxHBIM mapostk. [ KaX10ro mMOYTOBOTO SIIIUKA JOJIKEH OBITH CBOM
HaJIeXKHBIM, YCTOMUMBBINA K B3JIOMY IIapOJIb;

Ecnu ecth BOBMOKHOCTB HallUCaTh CAMOMY CBOM JIMYHBIN BOMPOC, UCTIOJB3YH ATy
BO3MOKHOCTb;

Hcnonb3yit HECKOIBKO MOYTOBBIX SIIIMKOB. [IepBbIil U151 4aCTHOM NMEPENUCKH C
azpecaTtaMM, KOTOPBIM ThI JOBEPSACIIb. DTO IEKTPOHHBIN aJpec HE HAJ0
MCIOJIb30BATh MIPH PErUcTpalu Ha popyMax U caifTax;

He oTkpriBaii (haiisel u Ipyrue BIOKEHUS B IUChMaX, JaKe €CIIM OHU TMPUIILIA OT
TBOUX JIpy3el. JIydine yTounu y HUX, OTIPABIISUIA JTU OHU TeOe ATH (aiibl,
[Tocne oxoHuaHusi pabOTHI Ha MOYTOBOM CEPBUCE MEPE]l 3aKPhITHEM BKIAJIKU C
caiToM He 3a0y/p HaXxaTh Ha "BeiiiTu".

Kubepoyanunz unu eupmyanvnoe uzoeeamenbcmeo

KubepOymnuHr - nmpecienoBaHre cOOOMEHUSIMH, COJACPKAITUMU OCKOPOIEHNUS,
arpeccuro, 3alyruBaHue; XyJIUTaHCTBO; COIUAIbHOE OOWKOTHPOBAHUE C TIOMOIILIO
pa3IMYHBIX HHTCPHET-CEPBUCOB.

OcHoeHvle cosembl no 60pvoe ¢ KUOEPOYIIUHZOM:

1.

N

He 6pocaiics B 00ii. JIyuiuii cioco6: mocoBeTOBaThCS Kak ce0st BECTH U, €CIIU
HET TOro, K KOMY MOXHO 00paTUThCs, TO BHaYalle yCIIOKOUTbCs. Eciau Th
HayHelIb OTBEYaTh OCKOPOJIEHUIMHU Ha OCKOPOJIEHNUS, TO TOJIBKO ele OoJIbIie
pa30kKelb KOHQIHKT;

VYnpasinsii cBoelt Kubeppenyramnmei;

AHOHUMHOCTB B ceTH MHUMast. CylleCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

He crout BectH Xynuranckuii o0pa3 BUpTyalbHOM xu3HU. IHTEpHET puKkcupyer
BCE TBOU JICHCTBUSI U COXpaHsET UX. Y JaluTh UX OyJeT KpailHe 3aTpyAHUTENBHO;
Cobmrosait CBOIO BUPTYaJIbHYIO YECTh CMOJIOAY;

Urnopupyit enuHu4HbIN Heratus. OIHOPa30BbIE OCKOPOUTEIbHbIE COOOIIEHNS
Jy4ie urHopupoBatb. OOBIYHO arpeccus MpeKpalaeTcs Ha HadalalbHOM CTauu;



7. Bban arpeccopa. B mporpamMmax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMU, B
COLIMANIBHBIX CETSAX €CTh BO3MOKHOCTH OJIOKMPOBKH OTIIPABKU COOOIIEHUI ¢
OTIPE/ICTICHHBIX aJIPECOB;

8. Ecuu 161 cBUneTENns KNOEpOyiuHra. TBOM 1€HCTBUSA: BHICTYIIUTH POTUB
MpecIe0BaTes, MOKa3aTb My, UTO €ro JCHCTBUS OLICHUBAIOTCS HETATUBHO,
MOJIIEPKATh JKEPTBY, KOTOPOU HY)KHA TICUXOJIOTHYecKast MOMOIIIb, COOOIINTH
B3pPOCIBIM O (haKTEe arpecCHBHOTO TMOBEACHUS B CETH.

Moounvusiii menegon
CoBpemenHble cMapT(HOHBI U TIAHIIETH COAEPKAT B C€O€ BIOJIHE B3POCIIBIM
(hyHKIIMOHAJ, ¥ TeTIEPh OHU MOTYT KOHKYPHPOBATh CO CTAIIMOHAPHBIMU
KoMmmbioTepamMu. OHAKO, CPEJCTB 3aIIUTHI s MOA00HBIX YCTPONUCTB MOKA OYCHB
Majo. TecTupoBaHUE U TIOUCK YA3BUMOCTEHM B HUX TPOUCXOIUT HE TaK MHTEHCUBHO,
kak s 1K, To 'xe camoe kacaeTcs 1 MOOMIIBHBIX TPUIIOKEHUH.

CoBpemeHHbIe MOOMIIbHBIE Opay3ephl YK€ MPaKTHUECKU JOTHAIN HACTOJIbHBIE
aHaJIOTH, OJIHAKO pacIIMpeHHe (PYHKIIMOHAIA BJICUET 32 COOOM OOJIBIITYIO CIIOKHOCTh U
MEHBUIYIO 3alUIIEHHOCTb.

Jlanexo He Bce MPOU3BOAUTEINN BBITYCKAIOT OOHOBIICHHUSI, 3aKPHIBAIONINE KPUTUUECKUE
YSA3BUMOCTH JJISl CBOUX YCTPOMCTB.

OcHognvle coeemul 01s 6e30nacnocmu ModounbLHO20 menegona:
1. Hwdero He sIBIIIeTCS MO-HACTOSIIEMY OecIIaTHBIM. By/Ib OCTOpOKEH, Belb KOT/1a
Tebe mpenararoT OecIuIaTHBIH KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKUE-TO
IJIaTHBIE YCIIYTH;
2. Jlymaii, npexzae ueM oTnpaBuTh SMS, hoTto wim Bumeo. Trl TOUHO 3HACIIID, T/IE
OHH OyJIyT B KOHEYHOM UTOTE?
Heo6xomumMo 0OHOBIISATE OTIEPAIIMOHHYIO CUCTEMY TBOETO cMapTQoHa;
Wcnonb3yit aHTUBUPYCHBIE TIPOTPaMMBI JIsl MOOMJILHBIX TeNe(OHOB;
He 3arpyxaii mpuiio)keHust OT HEU3BECTHOIO UCTOYHHKA, BEb OHU MOT'YT
COJIepKaTh BPEIOHOCHOE MPOTrpaMMHOE 00eCTIeUeHNUE;
6. Ilocrne Toro kak Thl BHIHCIIB C CaiiTa, TJI€ BBOAWI JUYHYIO HH(GOPMALINIO, 32l 11
B HaCcTpoO¥KH Opaysepa u ynainu cookies;
7. Tlepuoanyecku mpoBepsiil, KaKue MIaTHbIE YCIYT'H aKTUBUPOBAHBI Ha TBOEM
HOMeEpE;
8. JlaBaii cBOit HOMep MOOUIILHOTO TeledOHA TOJIBKO JIFOASIM, KOTOPBIX Thl 3HACHIb U
KOMY JTOBEPSIEIIb;
9. Bluetooth nomxeH ObITH BEIKIIOUEH, KOT/Ia Thl UM HE MOJb3yeribes. He 3a0biBait
WHOTJIa TIPOBEPSTH ITO.

ok w

Online uzput
COBpeMCHHHC OHHaﬁH'HFpBI - 9TO KpaCOYHBIC, 3aXBATHIBAIOIIHUC PA3BJICUCHUA,
O6T:>C,Z[I/IH$IIOH_II/IC COTHHU ThICAY YCJIIOBCK 110 BCEMY MUDPY. I/IrpOKI/I HCCIICAYIOT I[aHHBIﬁ
UM MHUp, O6H_IaIOTC$I APYyr € ApYTroM, BBITIOJHAOT 3a/IaHUSA, CPAKAIOTCSA ¢ MOHCTpaMU U
MOJIY4arOT OIIBIT. 3a YAOBOJILCTBUC OHU IJIATAT: ITOKYIIAOT JUCK, OINIAYUBAIOT
a0OHEMEHT UIH an06peTa10T KaKHue-TO OIILIHH.

Bce atu CpeAcTBa UAYT HA NOJACPKAHUC U PA3BUTUC UT'PLI, 4 TAKIKC HA CaMy
0€30IMacHOCTb: COBCPHICHCTBYIOTCA CUCTCMbI aBTOPU3allH, BBIITYCKAIOTCS HOBBIC
I1aT4u (I_[I/I(prBLIC 3allJIaTKy JJIs [por paMM), 3aKPBIBAOTCA YA3BUMOCTU CCPBCPOB.



B HOI[O6HBIX HUIrpax CTOUT OIacaTbCAa HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXu
TBOCTO ITapoJisi, Ha KOTOPOM OCHOBAaHA CUCTEMA aBTOPU3aAlIUN OOJIBIIMHCTBA urp.

OcHoeHbie coeembl no 0€30nACHOCIMU ME0E20 UZPOBO20 AKKAYHMA:
1. Ecnu npyroit urpok BeneT cedst MI0X0 WU CO37aeT Te0e HEMPUATHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB;
[Toxany¥ics agMUHHACTPATOPAM UI'PBI HA IIJIOXOE IMOBEJICHHUE dTOTO UTPOKA,
JKEJIATEJIbHO MTPUIIOKUTH KAKUE-TO JT0KA3aTEIbCTBA B BUJIE CKPUHOB;
He yka3zbiBaii muunyro nHpopMauio B mpodaiisie urpsr;
VYBaail Ipyrux y4aCTHUKOB 110 UTPE;
He ycranaBnuBaii HeouiraibHbIe TATYM U MO/IBI;
Hcnonp3yi COXKHBIE U pa3HbIE IAPOJIU;
Jlaxxe BO BpeMs UTPbI HE CTOUT OTKJIKOYAaTh aHTUBUPYC. [10Ka ThI urpaenis, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

N
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Duwiune unu Kpasica Jiu4HblX OAHHBIX
OObIYHOM Kpa)kel IeHeT U JOKYMEHTOB CEroJiHs YK€ HUKOTO HE YAUBUIIIb, HO C
pasBUTUEM I/IHTepHeT-TeXHOHOFI/Iﬁ 3JIOYMBIIIJICHHUKU MEPEMECTUIINCH B UHTCPHET, U
MPOI0JDKAIOT 3aHUMAThCS ""TIOOUMBIM' JIeTIOM.

Tak nosiBuach HOBasi yrpo3a: HHTEPHET-MOLIEHHUYECTBA WM (DUIITUHT, TJIaBHAs 11eJb
KOTOPOTO COCTOUT B MOJyYEHUHN KOH(PHUICHIUAIbHBIX JAHHBIX [10JIb30BaTENeH -
JoruHOB U napojeil. Ha anrnuiickom si3bike phishing yurtaercs kak ¢umuHr (ot fishing
- ppIOHas JTOBJIA, password - apoJib).

Ocnoenbvie cosemul no 60pvoe c huwunzom:

1. Cnenu 3a cBouM akkayHTOM. Eciu ThI o103peBaeliib, 4T0 TBOSI aHKETa ObLia
B3JI0MaHa, TO HE0OX0IMMO 3a0JJOKUPOBATh €€ M COOOIINUTh aJIMUHUCTPATOPaM
pecypca 06 3TOM Kak MOKHO CKOpee;

2. Hcmonw3yii 6e30macHbIe B€O-CaliThI, B TOM YHCJIE, HHTEPHET-Mara3uHoB U
MTOMCKOBBIX CUCTEM;

3. Hcnonb3yii cioxHble U pa3Hblie napoiu. Takum oOpa3om, eciiu TeOst B3J0MAKOT,
TO 3JIOYMBIIIJICHHUKU TOJy4aT TOCTYI TOJIBKO K OJJHOMY TBOEMY IIpOo(uiio B
CEeTH, a HE KO BCEM;

4. Ecnu Tebs B310OMaIu, TO HEOOXOUMO MPENYNPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIe 100aBIeHBI y TEOS B IPY3bsIX, O TOM, YTO T€OS B3JIOMAIH U, BO3MOKHO,
OT TBOETr0 UMEHH OYJET PacChlIaThCsl ClIaM U CCHUJIKU Ha (DUIIMHTOBBIE CANTHI,
YcranoBu HanexHbIi mapoiib (PIN) Ha MOOMIBHBIHM TenedoH;

OTkiIr04M coXpaHeHHe mapoJsi B opaysepe;
7. He oTkpsIBaii (paiinbl U APYrue BIOKEHUS B MUCbMaX, JaKe €CJIM OHH MPHUIILIU OT
TBOUX Jpy3el. Jlydine yTouHu y HUX, OTIPaBIISUIN JIH OHU TeOe 3TU (paiibl.

o o

Hudgposeaa penymayusn
Hudposas penyranus - 3T0 HEraTUBHAs UM NMO3UTHBHAS MH(OPMAIUS B CETH O Teoe.
KOMHpOMCTI/Ip}IIOH_IaH I/IHq)OpMaI_II/I}I, pa3MCIICHHAass B MHTCPHETC, MOXKET CCPLC3HBIM
00pa3oM 0Tpa3uThecs Ha TBOEH peanbHOM xu3HU. "Lludposas penyranus” - 3To TBOM
UMUK, KOTOPBIH opMUpyeTcs U3 nHpopMaluu o Tede B HHTEPHETE.

TBoe mecTo KUTCIILCTBA, y‘IC6BI, TBOC (I)I/IHaHCOBOC TIOJIOKCHUC, 0COOEHHOCTHU
XapaKTepa 1 pacCKa3bl O OJIM3KHUX - BCE 3TO HAKAIUIMBACTCS B CETH.

MHorue MOAPOCTKHU JICTKOMBICIICHHO OTHOCATCS K ny6n1/11<a111/11/1 JIMYHOMU I/IH(I)OpMaI_II/II/I B
I/IHTepHeTC, HE IIOHUMasl BO3MOKHBIX IocaeacTBui. ThI Ja)ke He CMOJKeIllb JO0TaJaThCs



0 ToM, uto (hoTorpadusi, pasMeIcHHas 5 JeT Ha3a/l, CTala MPUYHHOM 0TKa3a MPUHSITH
TeOst Ha paboTy.

Kommenrapuu, pazMenienue TBoux Gororpaduit u Apyrue 1eicTBUS MOTYT HE
HCYE3HYTh Ja’Ke MOCIIE TOr0, KaK Thl UX YJaIullb. Thl HE 3HAEIIb, KTO COXPAaHWII ATy
nH(OpMAIINIO, TIOTIAJIA JI OHA B TIOMCKOBBIE CUCTEMBI U COXpaHMJIACh JIM OHA, a
[JIaBHOE: YTO MOJYMAIOT O Te0e OKpYXKAIOUIUE JIFOIU, KOTOPbIE HAMIYT U YBUJIAT 3TO.
Haiiti mHpOpMAIIIO0 MHOTO JIET CITYCTSI CMOYKET JTIFO00H - Kak U3 JOOPBIX MOOYKICHUH,
TaK U C HAMEPEHUEM MPUYUMHUTD BPEA. ITO MOXKET OBITH KTO YTOJHO.

OcnoeHbie coeemol no 3aujume yugpoeoii penymayuu:
1. Tlomymaii, npexje 4yem 4To-To MMyOIMKOBATh U IepeiaBaTh y ceds B O6J0re Wiu B
COITMAIBHOM CETH;
2. B HacTpoiikax mpoduis yCTaHOBH OTPaHUYCHHS Ha MTPOCMOTP TBOETO MIPODHIIS U
€ro COJIeP’KUMOro, c/iesiail ero ToJabKo "mis apysei”;
3. He pasmeraii u He yka3pIBail HH(POPMAIHIO, KOTOPAst MOKET KOT0-JTH00
OCKOPOJISATH UK OOMKATb.

Aemopckoe npago
CoBpeMeHHbIE MKOJIbHUKHU - aKTUBHBIE TIOJIb30BaTENN U(POBOTO MPOCTPAHCTBA.
OpHako aneko He BCe 3HAIOT, YTO MOJIb30BaHNE MHOTUMH BO3MOXHOCTSIMH
undpoBoro Mupa Tpedyer coOI0IeHHsI TPaB Ha UHTEJUIEKTYalIbHYI0 COOCTBEHHOCTb.

TepMuH "uHTEIEKTYalIbHAsE COOCTBEHHOCTD" OTHOCHUTCS K Pa3JIMYHBIM TBOPEHUSIM
YeJI0OBEUECKOro yMa, HAYMHAs ¢ HOBBIX M300peTeHUI U 3HAKOB, 0003HAYAIOLINX
COOCTBEHHOCTH Ha MPOAYKTHI ¥ YCIYTH, U 3aKaHYUBasi KHUTaMHu, (pororpadusimu,
KHHO(QHIBMaMH U MY3bIKaJIbHBIMU IPOU3BEICHHUSIMH.

ABTOpCKHeE MpaBa - 3TO MpaBa Ha UHTEUIEKTYaJIbHYI0 COOCTBEHHOCTDh Ha
MIPOU3BEACHUS HAYKH, TUTEPATyphl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYIAIOT B
KauyecTBE TapaHTHH TOTO, YTO MHTEIUIEKTYaIbHBIA/TBOPUECKU TPY aBTOpa HE OyeT
HaIpacHbIM, JIaCT €My CIIpaBeUIMBbIe BO3MOKHOCTH 3apaboTaTh Ha pe3yabTaTax
CBOETro TpyJa, MOJYYUTh U3BECTHOCTh U Mpu3HaHue. HukTo 6e3 paspelieHus aBTopa He
MO>KET BOCIIPOU3BOAUTD €r0 MPOU3BEIECHUE, PACIIPOCTPAHSTD, ITyOIUYHO
J€MOHCTPHUPOBATh, IPOJIaBaTh, UMIIOPTUPOBATh, ITyCKATh B MPOKAT, MyOIMYHO
WCIIOJIHATH, TIOKAa3bIBATh/UCIIOIHATH B 3(upe Ui pazMenaTs B lHTepHeTe.

Hcnonb3oBanue "mupaTckoro” mporpaMMHOT0 00ecriedeH s MOXKET MPUBECTH K
MHOTHM PHUCKaM: OT IOTEPH JIaHHBIX K TBOMM aKKayHTaM 10 OJIOKHPOBKHU TBOETO
YCTPOMCTBa, I'/Ie yCTAHOBJICHA HeleraiabHas nporpamMMa. He cTouT taxke 3a0bIBaTh,
YTO CYHIECTBYIOT JierajbHbIe U OECIJIaTHBIE IPOTPaMMbl, KOTOPbIE MOXKHO HAlTH B
CETH.






